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Prot Game

Runl(state) NewKey (ltk)
U,u, V, ltk, acc, k, kid + (kid +1)
parse state as ni, nr, kmac, sid, if Itk — | then
mess
idl
assert u = false Itk s {0,1}%°°
assert acc = | LTK[k’Ld] +— Itk
assert mess = 0 Hkid] + true
i 1
ni %% {0,1)2 else
LTK [kid] « Itk
. U, u, V,Iitk, Lk, ni, Hlkid] < false
return nr, kmac, sid, 1 ’ return kid
ny
NewSession(U, u, V, kid)
Run2(state, ni) assert (LTK[kid] £ L)
Ua v, V7 ltk: acc, ctr <+ (Ct’f' + ].)
parse state as k, ni, Itk <+ LTK [kid]
nr, kmac,
sid, mess Usu, V itk, L, 1, 1,1,
State[ctr] < ( 110

assert v = true
Fresh[ctr] < H[kid]

return ctr

assert acc = L

assert mess = 0
nr {0,1}*°°
kmac < prf(ltk, U, V, ni, nr,false) Send1(ctr)
k < prf(ltk, U, V,ni, nr, true)
tau < mac(kmac, nr,2)

sid < ( U, V,ni,nr, tau )

assert (State[ctr] # 1)
state < State[ctr]

return " Runl(state) |/ Pkg: Prot

. U,v,V,ltk, Lk, ni, parse return as ( state, msg )
return nr, kmac, sid, 1 ’ State[ctr] < state
( nr, tau ) return msg
Run3(state, msg) Send2(ctr, msg)
U,u, V, lth, acc, assert (State[ctr] # 1)
k, ni, nr,
parse state as 3 state + State[ctr]
mac,
sid, mess return " Run2(state, msg) /| Pkg: Prot
assert u = false parse return as ( state, msg )
assert acc = L State[ctr] < state
assert mess =1 return msg

parse msg as ( nr, tau )

kmac < prf(ltk, U, V,ni, nr,false)

k < prf(ltk, U, V,ni, nr, true) Send3(ctr, msg)

tau < mac(kmac, ni, 3) assert (State[ctr] # 1)

sid < (U, V,ni,nr, tau ) state < State[ctr]

if mac(kmac, nr, 2) = tau then return "¢ Run3(state, msg) /| Pkg: Prot

parse return as ( state, msqg )

U,u, V,ltk, L, k, ni,
return . , State[ctr] < state
nr, kmac, sid, 2
( ni, tau ) return msg
else
return state,
( zerom, zeron ) Send4(ctr, msg)
assert (State[ctr] # 1)
state + State[ctr]
Rund(state, msg) return "2 Run4(state, msg) /| Pkg: Prot
U,v, V,Itk, acc, k,
. , parse return as ( state, msg )
parse state as ni, nr, kmac, sid,
mess State[ctr] < state

assert v = true return msg

assert acc = L

assert mess = 1

Send5(ctr, msg)
assert (State[ctr] # 1)

parse msg as ( ni, taw )

. mac(kmac, ni, 3) = tau

if ( Ani = ni then state < State[ctr]
acc < true return "¢ Run5(state, msg) /| Pkg: Prot
tau < mac(kmac, zeron, 4) parse return as ( state, stop )

State[ctr] < state

return U,v, V,Itk, acc, k, return stop
ni, nr, kmac, sid,2 )’

(tau)

else Reveal(ctr)

acc <— false

Itk k, ni
parse State[ctr] as Uyu, V, » 366, &, T,
nr, kmac, sid, mess

U,v, V,Itk, acc, k,
return . . s assert acc = true
ni, nr, kmac, sid, 2
( zeron ) assert RevTested[sid] = L
RevTested|[sid] < false
return k
Run5(state, tau)
arse state as U,u, V,Itk, acc, k, nt,
P nr, kmac, sid, mess Test(ctr)

assert u = false U,u, V,Itk, acc, k, ni, )

parse State[ctr] as ( nr, kmac, sid, mess

assert acc = L

assert mess — 2 assert acc = true

if mac(kmac, zeron,4) = tau then assert Freshctr]

. N assert RevTested[sid] = L



1.2 KX _NoKey Game
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Prot Game

Runl(state) NewKey (ltk)
U,u, V, Uk, ace, kid < (kid + 1)
parse state as ni, nr, kmac, sid, if Itk — | then
mess
idl
assert u = false Itk s {0,1}**°
assert acc = L LTK[kid] « itk
assert mess = 0 H{[kid] < true
i 1
ni <% {0,1)2° ewe
LTK[kid] < Itk
U,u, V,Itk, L, ni, nr, H[kid] + false
return kmac, sid, 1 ) return kid
( ng
NewSession(U, u, V, kid)
Run2(state, ni) assert (LTK|[kid] # L)
Ua v, V7 ltk: acc, ctr <+ (Ct’l" + 1)
n, nr, .
parse state as ltk <+ LTK [kid]
kmac,
szd,mess State[ctr} — ( U7u7 Va lthivé—vJ—aJ—aJﬂ )
assert v = true ’
assert ace — | Fresh[ctr] < H[kid]
. return citr
assert mess = 0
nr {0,1}*°°
kmac < prf(ltk, U, V, ni, nr,false) Send1(ctr)
tau « mac(kmac, nr, 2) assert (State[ctr] # 1)
sid « (U, V,ni,nr, tau ) state < State[ctr]
inyoke
. U.v, V. ith, L, ni,nr, return < Runl(state) [ Pkg: Prot
return kmac, sid, 1 ’ parse return as ( state, msg )

( nr, tau ) State[ctr] + state

return msg

Run3(state, msg)

U7 U, V7 ltk? acc, ni7 Send2(ct7“, msg)
arse state as nr, kmac,
p . assert (State[ctr] # 1)
sid, mess
assert u — false state <— State[ctr]
assert acc = L return " Run2(state, msg) /| Pkg: Prot
assert mess =1 parse return as ( state, msg )
parse msg as ( nr,tau ) State[ctr] + state
kmac < prf(ltk, U, V,ni, nr,false) return msg

tau < mac(kmac, ni, 3)

sid +— ( U, V,ni,nr, tau )
Send3(ctr, msg)

assert (State[ctr] # 1)

if mac(kmac, nr,2) = tau then

U,u, V,ltk, L, ni,nr, state < State[ctr]
return kmac, sid, 2 ’ inyok
( m':tau7 ) return "<° Run3(state, msg) [ Pkg: Prot
¢ tate,
else parse return as ( state, msg )

State|[ctr] < state

" state,
return
( zeron, zeron ) return msg

Run4(state, msg) Send4(ctr, msg)

U, v, V,ltk, acc, assert (State[ctr] # 1)
parse state as ni, nr, kmac, sid, state + State[ctr]
mess

invoke

return < Run4(state, msg) |/ Pkg: Prot

assert v = true
parse return as ( state, msg )
assert acc = L
State|[ctr] + state
assert mess =1

) return msg
parse msg as ( ni, tau )

i ( mac(kma;,m,?&)ztau > then
Ant = ni

Send5(ctr, msg)

assert (State[ctr] # 1)
state < State[ctr]

acc < true

tau < mac(kmac, zeron, 4)

invoke

U,v, V,lik, acc, > return 4 Runb(state, msg) |/ Pkg: Prot

return . .
( ni, nr, kmac, sid, 2

parse return as ( state, stop )
( tau ) State[ctr] < state

else return stop

acc <— false

Reveal(ctr)

( U,v, V,Iltk, acc, )
return )

ni, nr, kmac, sid, 2

ltk ;
( zeron ) parse State[ctr] as ( U’uk’nl;’c sz"c;lc:r;ezzy . )

assert acc = true
assert RevTested[sid] = L
RevTested|[sid] < false

) k < prf(ltk, U, V, ni, nr, true)

Run5(state, tau)

U,u, V,Itk, acc, ni, nr,
parse state as .
kmac, sid, mess
assert u — false return k
assert acc = L
assert mess = 2

Test(ctr)

if mac(kmac, zeron,4) = tau then

parse State[ctr] as ( Usu, V, ltk, acc, ni, nr, )

kmac, sid, mess

assert acc = true

( U,u, V,Itk, true, >
return s

ni, nr, kmac, sid, 3
( true ) assert Fresh|[ctr]
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Prf Prot Game

NewKey (ltk) Runl(state) NewSession(U, u, V, kid)
kid < (kid + 1) U,u, V,ltk, acc, ctr < (ctr +1)
. o parse state as ni, nr, kmac, sid, -
if itk = 1 then mess hon ™ Hon(kid) [/ Pkg: Prf
id1 )
Itk +s {07 1}256 assert u = false State[ctr] P ( U7 U, V7 kzj_i: J—y J—a J—a J—a )
1;jiﬁf[kid] +— Itk assert acc = | 0
H{[kid]  true assert mess =0 Fresh[ctr] < hon
else return ctr

‘ ni %% {0,1)2
LTK [kid] « Itk

H[kid] < false

return kid return ( U’u’k‘;’alz]f;;’y Tln’ nr, ) , Send1(ctr)
(ni) assert (State[ctr] # L)
state < State|ctr]

Eval(h, a, aa, ¢, d, ¢) return " Runl(state) / Pkg: Prot
assert (LTK[h| # 1) Run2(state, ni) parse return as ( state, msg )
if (H[h] = falseV —b) then U, v, V’ ltk, ace, State[ctr] + state

k < LTK|h] parse state as Z%ZZ: return msg

return prf(k, a, aa,c,d,e) sid, mess

if PRF[( h,a,aa,c,d,e )] = 1 then assert v — true

temp (ii?; {0, 1}256 assert acc = L Send2(ctr, msg)
PRF[( h,a,aa,¢,d,e )] < temp assert mess =0 assert (State[ctr] # 1)
return temp 23 {0,1)%% state < State[ctr]
invoke
inye . t + Run2(stat s Pkg: P
vy PRF[( h,a,aa,¢c,d, e )] kmac " Eval(ltk, U, V,ni, nr,false) | Pkg: Prf return un2(state, msg) // Pke: Prot
return y tau < mac(kmac, nr, 2) parse return as ( state, msg )
State|ctr| < stat
side( U,V,m',nr,tau) ate[ctr] state
return msg
Hon(h) " U,v, V, Itk, L, ni,nr,
assert (H[h] # 1) return kmac, sid, 1 ’
return HI[h] ( nr,tau ) Send3(ctr, msg)

assert (State[ctr] # 1)

state < State|ctr]

Run3(state, ms invoke
( 9) return " Run3(state, msg)  Pkg: Prot

U,u, V, Itk, acc, ni,
parse state as nr, kmac, parse return as ( state, msg )
sid, mess State[ctr] « state
assert u = false return msg

assert acc = L

assert mess = 1

Send4(ctr, msg)

assert (State[ctr] # 1)
state < State|ctr]

parse msg as ( nr, tau )

invoke

kmac 4 Eval(ltk, U, V, ni, nr,false) | Pkg: Prf

tau < mac(kmac, ni, 3)

invoke
sid « (U, V,ni,nr, tau ) return < Run4(state, msg) | Pkg: Prot

if mac(kmac, nr,2) = tau then parse return as ( state, msg )
State[ctr] « state
U,u, V, Itk, L, ni,nr, return msg
return . s
kmac, sid, 2
( nt, tau )
else Send5(ctr, msg)

state, ) ) assert (State[ctr] # L)

return (
( zeron, zeron
state < State|ctr]

return "€ Run5(state, msg) / Pkg: Prot

Run4(sr§cufe7 msg) parse return as ( state, stop )
U,v, V,Iltk, acc, State[ctr] < state
parse state as nt, nr, kmac, sid, return stop
mess

assert v = true

assert acc = L Reveal(ctr)

assert mess =1 itk )
parse State[ctr] as ( Usu, V, ik, ace, ni, nr, )

parse msg as ( ni, tau ) kmac, sid, mess

: _ assert acc = true
i ( mac(kmac, ni,3) = tau ) then

Ani = ni assert RevTested[sid] = L
acc < true RevTested[sid] + false
tau < mac(kmac, zeron, 4) o ek Eval(itk, U, V,ni, nr,true) [ Pkg: Prf
return k
ot U,v, V,Iltk, acc,
return ni, nr, kmac, sid,2 )’
( tau )
Test(ctr)
else -
arse State[ctr] as Usu, V, itk, ace, ni, nr,
acc < false P kmac, sid, mess
assert acc = true
U,v, V,Iltk, acc,
return ni . kmac, sid,2 )’ assert Fresh[ctr]
( zeron ) assert RevTested[sid] = L
RevTested|[sid] < true
if b then
id4
Run5(state, tau) k4 0,1)2
U,u, V,Itk, acc, ni, nr,
parse state as . else
kmac, sid, mess .
assert u — false ke Eval(itk, U, V,ni,nr,true) | Pkg: Prf
return k

assert acc = L
assert mess = 2

if mac(kmac, zeron,4) = tau then

( U,u, V,ltk, true, )
return ,

ni, nr, kmac, sid, 3
VA N\
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Prf Prot Game

NewKey (ltk) Runl(state) NewSession(U, u, V, kid)
kid < (kid + 1) U,u, V,ltk, acc, ctr < (ctr +1)
. o parse state as ni, nr, kmac, sid, -
if itk = 1 then mess hon ™ Hon(kid) [/ Pkg: Prf
id1 )
Itk +s {07 1}256 assert u = false State[ctr] P ( U7 U, V7 kzj_i: J—y J—a J—a J—a )
1;jiﬁf[kid] +— Itk assert acc = | 0
H{[kid]  true assert mess =0 Fresh[ctr] < hon
else return ctr

‘ ni %% {0,1)2
LTK [kid] « Itk

H[kid] < false

return kid return ( U’u’k‘;’alz]f;;’y Tln’ nr, ) , Send1(ctr)
(ni) assert (State[ctr] # L)
state < State|ctr]

Eval(h, a, aa, ¢, d, ¢) return " Runl(state) / Pkg: Prot
assert (LTK[h| # 1) Run2(state, ni) parse return as ( state, msg )
if (H[h] = falseV —b) then U, v, V’ ltk, ace, State[ctr] + state

k < LTK|h] parse state as Z%ZZ: return msg

return prf(k, a, aa,c,d,e) sid, mess

if PRF[( h,a,aa,c,d,e )] = 1 then assert v — true

temp (ii?; {0, 1}256 assert acc = L Send2(ctr, msg)
PRF[( h,a,aa,¢,d,e )] < temp assert mess =0 assert (State[ctr] # 1)
return temp 23 {0,1)%% state < State[ctr]
invoke
inye . t + Run2(stat s Pkg: P
vy PRF[( h,a,aa,¢c,d, e )] kmac " Eval(ltk, U, V,ni, nr,false) | Pkg: Prf return un2(state, msg) // Pke: Prot
return y tau < mac(kmac, nr, 2) parse return as ( state, msg )
State|ctr| < stat
side( U,V,m',nr,tau) ate[ctr] state
return msg
Hon(h) " U,v, V, Itk, L, ni,nr,
assert (H[h] # 1) return kmac, sid, 1 ’
return HI[h] ( nr,tau ) Send3(ctr, msg)

assert (State[ctr] # 1)

state < State|ctr]

Run3(state, ms invoke
( 9) return " Run3(state, msg)  Pkg: Prot

U,u, V, Itk, acc, ni,
parse state as nr, kmac, parse return as ( state, msg )
sid, mess State[ctr] « state
assert u = false return msg

assert acc = L

assert mess = 1

Send4(ctr, msg)

assert (State[ctr] # 1)
state < State|ctr]

parse msg as ( nr, tau )

invoke

kmac 4 Eval(ltk, U, V, ni, nr,false) | Pkg: Prf

tau < mac(kmac, ni, 3)

invoke
sid « (U, V,ni,nr, tau ) return < Run4(state, msg) | Pkg: Prot

if mac(kmac, nr,2) = tau then parse return as ( state, msg )
State[ctr] « state
U,u, V, Itk, L, ni,nr, return msg
return . s
kmac, sid, 2
( nt, tau )
else Send5(ctr, msg)

state, ) ) assert (State[ctr] # L)

return (
( zeron, zeron
state < State|ctr]

return "€ Run5(state, msg) / Pkg: Prot

Run4(sr§cufe7 msg) parse return as ( state, stop )
U,v, V,Iltk, acc, State[ctr] < state
parse state as nt, nr, kmac, sid, return stop
mess

assert v = true

assert acc = L Reveal(ctr)

assert mess =1 itk )
parse State[ctr] as ( Usu, V, ik, ace, ni, nr, )

parse msg as ( ni, tau ) kmac, sid, mess

: _ assert acc = true
i ( mac(kmac, ni,3) = tau ) then

Ani = ni assert RevTested[sid] = L
acc < true RevTested[sid] + false
tau < mac(kmac, zeron, 4) o ek Eval(itk, U, V,ni, nr,true) [ Pkg: Prf
return k
ot U,v, V,Iltk, acc,
return ni, nr, kmac, sid,2 )’
( tau )
Test(ctr)
else -
arse State[ctr] as Usu, V, itk, ace, ni, nr,
acc < false P kmac, sid, mess
assert acc = true
U,v, V,Iltk, acc,
return ni . kmac, sid,2 )’ assert Fresh[ctr]
( zeron ) assert RevTested[sid] = L
RevTested|[sid] < true
if b then
id4
Run5(state, tau) k4 0,1)2
U,u, V,Itk, acc, ni, nr,
parse state as . else
kmac, sid, mess .
assert u — false ke Eval(itk, U, V,ni,nr,true) | Pkg: Prf
return k

assert acc = L
assert mess = 2

if mac(kmac, zeron,4) = tau then

( U,u, V,ltk, true, )
return ,

ni, nr, kmac, sid, 3
VA N\
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Prf Prot Game

NewKey (ltk) Runl(state) NewSession(U, u, V, kid)
kid < (kid + 1) U,u, V,ltk, acc, ctr < (ctr +1)
. o parse state as ni, nr, kmac, sid, -
if itk = 1 then mess hon ™ Hon(kid) [/ Pkg: Prf
id1 )
Itk +s {07 1}256 assert u = false State[ctr] P ( U7 U, V7 kzj_i: J—y J—a J—a J—a )
1;jiﬁf[kid] +— Itk assert acc = | 0
H{[kid]  true assert mess =0 Fresh[ctr] < hon
else return ctr

‘ ni %% {0,1)2
LTK [kid] « Itk

H[kid] < false

return kid return ( U’u’k‘;’alz]f;;’y Tln’ nr, ) , Send1(ctr)
(ni) assert (State[ctr] # L)
state < State|ctr]

Eval(h, a, aa, ¢, d, ¢) return " Runl(state) / Pkg: Prot
assert (LTK[h| # 1) Run2(state, ni) parse return as ( state, msg )
if (H[h] = falseV —b) then U, v, V’ ltk, ace, State[ctr] + state

k < LTK|h] parse state as Z%ZZ: return msg

return prf(k, a, aa,c,d,e) sid, mess

if PRF[( h,a,aa,c,d,e )] = 1 then assert v — true

temp (ii?; {0, 1}256 assert acc = L Send2(ctr, msg)
PRF[( h,a,aa,¢,d,e )] < temp assert mess =0 assert (State[ctr] # 1)
return temp 23 {0,1)%% state < State[ctr]
invoke
inye . t + Run2(stat s Pkg: P
vy PRF[( h,a,aa,¢c,d, e )] kmac " Eval(ltk, U, V,ni, nr,false) | Pkg: Prf return un2(state, msg) // Pke: Prot
return y tau < mac(kmac, nr, 2) parse return as ( state, msg )
State|ctr| < stat
side( U,V,m',nr,tau) ate[ctr] state
return msg
Hon(h) " U,v, V, Itk, L, ni,nr,
assert (H[h] # 1) return kmac, sid, 1 ’
return HI[h] ( nr,tau ) Send3(ctr, msg)

assert (State[ctr] # 1)

state < State|ctr]

Run3(state, ms invoke
( 9) return " Run3(state, msg)  Pkg: Prot

U,u, V, Itk, acc, ni,
parse state as nr, kmac, parse return as ( state, msg )
sid, mess State[ctr] « state
assert u = false return msg

assert acc = L

assert mess = 1

Send4(ctr, msg)

assert (State[ctr] # 1)
state < State|ctr]

parse msg as ( nr, tau )

invoke

kmac 4 Eval(ltk, U, V, ni, nr,false) | Pkg: Prf

tau < mac(kmac, ni, 3)

invoke
sid « (U, V,ni,nr, tau ) return < Run4(state, msg) | Pkg: Prot

if mac(kmac, nr,2) = tau then parse return as ( state, msg )
State[ctr] « state
U,u, V, Itk, L, ni,nr, return msg
return . s
kmac, sid, 2
( nt, tau )
else Send5(ctr, msg)

state, ) ) assert (State[ctr] # L)

return (
( zeron, zeron
state < State|ctr]

return "€ Run5(state, msg) / Pkg: Prot

Run4(sr§cufe7 msg) parse return as ( state, stop )
U,v, V,Iltk, acc, State[ctr] < state
parse state as nt, nr, kmac, sid, return stop
mess

assert v = true

assert acc = L Reveal(ctr)

assert mess =1 itk )
parse State[ctr] as ( Usu, V, ik, ace, ni, nr, )

parse msg as ( ni, tau ) kmac, sid, mess

: _ assert acc = true
i ( mac(kmac, ni,3) = tau ) then

Ani = ni assert RevTested[sid] = L
acc < true RevTested[sid] + false
tau < mac(kmac, zeron, 4) o ek Eval(itk, U, V,ni, nr,true) [ Pkg: Prf
return k
ot U,v, V,Iltk, acc,
return ni, nr, kmac, sid,2 )’
( tau )
Test(ctr)
else -
arse State[ctr] as Usu, V, itk, ace, ni, nr,
acc < false P kmac, sid, mess
assert acc = true
U,v, V,Iltk, acc,
return ni . kmac, sid,2 )’ assert Fresh[ctr]
( zeron ) assert RevTested[sid] = L
RevTested|[sid] < true
if b then
id4
Run5(state, tau) k4 0,1)2
U,u, V,Itk, acc, ni, nr,
parse state as . else
kmac, sid, mess .
assert u — false ke Eval(itk, U, V,ni,nr,true) | Pkg: Prf
return k

assert acc = L
assert mess = 2

if mac(kmac, zeron,4) = tau then

( U,u, V,ltk, true, )
return ,

ni, nr, kmac, sid, 3
VA N\



1.6 IdealKX_NoPrf IdealPrf Game

NewSession
Sendl
Send2
Send3
Send4
Send5
Reveal

Test

Run3——— Prot Eval ———

Game Run5

Prf




Prf Prot Game

NewKey (ltk) Runl(state) NewSession(U, u, V, kid)
kid < (kid + 1) U,u, V,ltk, acc, ctr < (ctr +1)
. o parse state as ni, nr, kmac, sid, -
if itk = 1 then mess hon ™ Hon(kid) [/ Pkg: Prf
id1 )
Itk +s {07 1}256 assert u = false State[ctr] P ( U7 U, V7 kzj_i: J—y J—a J—a J—a )
1;jiﬁf[kid] +— Itk assert acc = | 0
H{[kid]  true assert mess =0 Fresh[ctr] < hon
else return ctr

‘ ni %% {0,1)2
LTK [kid] « Itk

H[kid] < false

return kid return ( U’u’k‘;’alz]f;;’y Tln’ nr, ) , Send1(ctr)
(ni) assert (State[ctr] # L)
state < State|ctr]

Eval(h, a, aa, ¢, d, ¢) return " Runl(state) / Pkg: Prot
assert (LTK[h| # 1) Run2(state, ni) parse return as ( state, msg )
if (H[h] = falseV —b) then U, v, V’ ltk, ace, State[ctr] + state

k < LTK|h] parse state as Z%ZZ: return msg

return prf(k, a, aa,c,d,e) sid, mess

if PRF[( h,a,aa,c,d,e )] = 1 then assert v — true

temp (ii?; {0, 1}256 assert acc = L Send2(ctr, msg)
PRF[( h,a,aa,¢,d,e )] < temp assert mess =0 assert (State[ctr] # 1)
return temp 23 {0,1)%% state < State[ctr]
invoke
inye . t + Run2(stat s Pkg: P
vy PRF[( h,a,aa,¢c,d, e )] kmac " Eval(ltk, U, V,ni, nr,false) | Pkg: Prf return un2(state, msg) // Pke: Prot
return y tau < mac(kmac, nr, 2) parse return as ( state, msg )
State|ctr| < stat
side( U,V,m',nr,tau) ate[ctr] state
return msg
Hon(h) " U,v, V, Itk, L, ni,nr,
assert (H[h] # 1) return kmac, sid, 1 ’
return HI[h] ( nr,tau ) Send3(ctr, msg)

assert (State[ctr] # 1)

state < State|ctr]

Run3(state, ms invoke
( 9) return " Run3(state, msg)  Pkg: Prot

U,u, V, Itk, acc, ni,
parse state as nr, kmac, parse return as ( state, msg )
sid, mess State[ctr] « state
assert u = false return msg

assert acc = L

assert mess = 1

Send4(ctr, msg)

assert (State[ctr] # 1)
state < State|ctr]

parse msg as ( nr, tau )

invoke

kmac 4 Eval(ltk, U, V, ni, nr,false) | Pkg: Prf

tau < mac(kmac, ni, 3)

invoke
sid « (U, V,ni,nr, tau ) return < Run4(state, msg) | Pkg: Prot

if mac(kmac, nr,2) = tau then parse return as ( state, msg )
State[ctr] « state
U,u, V, Itk, L, ni,nr, return msg
return . s
kmac, sid, 2
( nt, tau )
else Send5(ctr, msg)

state, ) ) assert (State[ctr] # L)

return (
( zeron, zeron
state < State|ctr]

return "€ Run5(state, msg) / Pkg: Prot

Run4(sr§cufe7 msg) parse return as ( state, stop )
U,v, V,Iltk, acc, State[ctr] < state
parse state as nt, nr, kmac, sid, return stop
mess

assert v = true

assert acc = L Reveal(ctr)

assert mess =1 itk )
parse State[ctr] as ( Usu, V, ik, ace, ni, nr, )

parse msg as ( ni, tau ) kmac, sid, mess

: _ assert acc = true
i ( mac(kmac, ni,3) = tau ) then

Ani = ni assert RevTested[sid] = L
acc < true RevTested[sid] + false
tau < mac(kmac, zeron, 4) o ek Eval(itk, U, V,ni, nr,true) [ Pkg: Prf
return k
ot U,v, V,Iltk, acc,
return ni, nr, kmac, sid,2 )’
( tau )
Test(ctr)
else -
arse State[ctr] as Usu, V, itk, ace, ni, nr,
acc < false P kmac, sid, mess
assert acc = true
U,v, V,Iltk, acc,
return ni . kmac, sid,2 )’ assert Fresh[ctr]
( zeron ) assert RevTested[sid] = L
RevTested|[sid] < true
if b then
id4
Run5(state, tau) k4 0,1)2
U,u, V,Itk, acc, ni, nr,
parse state as . else
kmac, sid, mess .
assert u — false ke Eval(itk, U, V,ni,nr,true) | Pkg: Prf
return k

assert acc = L
assert mess = 2

if mac(kmac, zeron,4) = tau then

( U,u, V,ltk, true, )
return ,

ni, nr, kmac, sid, 3
VA N\



1.7 PRFideal Game

PRF

NewKey (ltk)
kid < (kid + 1)
if Itk = L then

itk %% {0,1}*%°

LTK [kid] < ltk

H[kid] + true
else

LTK [kid] < Utk

H[kid] < false

return kid

Eval(h, a, aa, ¢, d, €)

assert (LTK[h] # 1)

if (H[h] =falseV —b) then
k < LTK][h]
return prf(k, a, aa,c,d,e)

if PRF[( h,a,aa,c,d,e )] = 1 then
temp %5 {0,1}%°
PRF[( h,a,aa,c,d,e )} + temp
return temp

Y PRF[( h,a,aa,c,d,e )]

return y

Hon(h)
assert (H[h] # 1)
return H[h]

NewKey
Eval
Hon

PRF



1.8 PRFreal Game

PRF

NewKey (ltk)
kid < (kid + 1)
if Itk = L then

itk %% {0,1}*%°

LTK [kid] < ltk

H[kid] + true
else

LTK [kid] < Utk

H[kid] < false

return kid

Eval(h, a, aa, ¢, d, €)

assert (LTK[h] # 1)

if (H[h] =falseV —b) then
k < LTK][h]
return prf(k, a, aa,c,d,e)

if PRF[( h,a,aa,c,d,e )] = 1 then
temp %5 {0,1}%°
PRF[( h,a,aa,c,d,e )} + temp
return temp

Y PRF[( h,a,aa,c,d,e )]

return y

Hon(h)
assert (H[h] # 1)
return H[h]

NewKey
Eval
Hon

PRF



Runl
Run2
NewSession Run3 Prot Eval
Sendl Run4
Game

Send2 Run5
Send3 Hon

Runl
Run2
NewSession Run3 Prot Eval
Send1 Run4
Game

Send2 Run5
Send3 Hon

Send4 Eval Send4 Eval
Send5 Send5
Reveal Reveal

Test

Test

Figure 1: Reduction: KX_NoPrf RealPrf ~ KX_NoPrf_IdealPrf assuming prf

2 Advantages
Definition 1 (prf). For all adversaries A, we define the asp-name advantage as

Pr[A — PRFreal = 0]

Adv(A; PRFreal, PRFideal) := | Pr[A — PRFideal 0] |

where PRFreal and PRFideal are defined in Sec. [I.8| and Sec. [I.7} respectively.

3 Gamehops

3.1 Equivalence between KX and KX _NoKey
3.2 Equivalence between KX NoKey and KX _NoPrf RealPrf

3.3 Reduction to prf
3.3.1 Game KX _NoPrf RealPrf with Assumption Game PRFreal highlighted in red

Runl
Run2
NewSession Run3 Prot Eval
Sendl Run4
Send2 Game Run5
Send3 Hon
Send4 Eval
Send5
Reveal
Test

3.3.2 Game KX _NoPrf IdealPrf with Assumption Game PRFideal highlighted in red

Runl
Run2
NewSession Run3 Prot Eval
Send1 Run4
Send2 Game Run5
Send3 Hon
Send4 Eval
Send5
Reveal
Test

3.4 Equivalence between RealKX_NoPrf_IdealPrf and IdealKX_NoPrf_IdealPrf
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